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ANSWER SHEET

Fill in your answers on this page and turn in just this page in the Challenge Answer Box at the Sharkfest
2013 Registration Desk no later than noon Tuesday, June 18, 2013. Use the feedback area to make any
notes or add comments about your answers, if desired.

Name:

Email:

Sharkfest 2013 Challenge

'CHALLENGE #1: WHAT THE HECK?

Answer 1:

Answer 2:

Answer 3:

Answer 4.

Answer 5:

192.168.1.141
192.168.1.123
68 [bootpc]

3, 4,832 and 833

Xprobe [Nessus]

CHALLENGE #2: CURSED

Answer 1.

Answer 2:

Answer 3:

Answer 4:

Answer 5:

Answer 6:

142
30.859
3

US, Santa Clara, San Francisco,

Oakland, San Jose
MSIE 7.0 [Internet Explorer]

white star [star]

_CHALLENGE #3: FTPS ANALYSIS

Answer 1:

Answer 2:

Answer 3:

Answer 4.

Answer 5:

64.65.53.234
challengeftpl.pcapng
challengeftp2.pcapng
192.168.1.4

(1) 53,901-10,007 (2) 53810-10,004
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CHALLENGE #4: OUCH!

Answer 1:

Answer 2:

Answer 3:

TFTP

10.1.1.31

msblast.exe

_CHALLENGE #5: DNS TROUBLE

Answer 1.

Answer 2:

Answer 3:

Answer 4:

Answer 5:

flane.de
192.168.129.111
81.209.147.10
.de [Germany]

81.209.147.10 [not responding]

CHALLENGE #6: VOIP RECONSTRUCTION

Answer 1:

Answer 2:

Answer 3:

Answer 4.

SIP, SDP, RTP
45.210.3.36, 45.210.9.97, 45.210.9.72
480 Temporarily Unavailable

Endpoint Not Registered

CHALLENGE #7: BOYSCOUT

Answer 1:

iOloveOwireshark

Create a TCP Time-Sequence (Stevens) graph and

look closely at the image... it is Morse code!
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